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[#fF«t3?<DlSH] 

immm i ] mftm^ttftttitc? ^*jun y=ry 
Ziv^yTyy^mrnv^i*® =L-*r comma* 

tcm^fcrnmrV* ;u=i y^yy icmE^-v com 
pjmmfr Lt LTS46jit>\ nmm i i3«<Dx v^/uai 

^Rftlilfr L £: LTSd6&t,\ If 3fcJ» 1 is«o>7^*;u 

tefroiMtf #t£*n* ftfcif^KMlBT-v^ /Uu >y >y ic 
MIB3--tf©1ffE=&^Rl^^L<tLTa46iit>\ 

m i iB«wxv > ^^=i>-7 : ->''ygs->X7 L A<> 
le^tfft ; MiB^^^iB^waicii-f s^iwijWSW 

IB4ilitiBftHiii3(rSBWB4illtl*»»LT«fflL ; M 

ibh— wmz^mwmm-b y $ icmm^mmm^mm 
tern*? % t tte&imwB-fe y * &mspm®M=f-m 
& Lie j; y 45««m***flM8r *o 

mm^mmmcommom^mmmm^n^ mums 
13 «&© t -J 9 1 v =1 y 7- y vmm ~s x j- u „ 

Si©ie& 3 x f s> * ; i/ =1 y =r y v is s s x =r u x s> •? 
x : mtZT'Jz )v^y ; ry*y < &m~y7> : riAit. 
wi33.-+f ^msE^mmmm^ y$ icmm^mmcom^ 
*m&L ; ma'£mm < gm-by$&tm'jkffi®*'£m® 

SWeHlBtcEALTWIBi— VtcEff L ; BTCB&PMHe 

*HHtett^*-5>nwB#^*ft ; MiB^-viiifB 

TS&iii:*! ; MEa- «f tfwSWi'AmmWffiWWfrZm 



7 iBl^x ^ * ;u=i yr- yy mm'yx y a. 

T : tulB7 : v'^;U=l>y> > y ! SS>'XyjMis 

— ?lci3*f5L ; M!B£l»SM*Pffl®tett-f*-vMi$gj!> H 

esmwTmfrLt LTS4<>jisn ; MiB^-+f^MfB^ 
mme^wm a n e mib^bbs^^ss l, MfB4ira@*ffl 

^ T Bt^f ftfc =r ~> 1 1> Z3 y t y V 1 1 1 IC HUl3i*M 
^ Lie J; y MEi- *f*$tm?2>o 

[a«W©Wffl«:KW] 
[0001] 

«fNt * ftfc r f 5i> ^ 1 \> =3 v r- y y comi^mm 

[0 0 0 2] 

1 TfflSief tlffi t" § 5 s — ^ ^- X *y 7. x-L, fe^S Loo 

fetiT * fenraH4*»«* 3 y tf a. — ? r-mmt zzt 

C57?X7'<75/= y1ffg(D c };^^: : E/'7P-A2^fi7 l, - 
[0 0 0 3] <tc:?)T\ y^^/WBMK 

j; y y u a ym^coz a ^®<i«^^ □ > e a - * 
coy—? tmrnimzT-yzMtLtcMT-ztzm 

[0 0 0 4] %mfK<mikLT^^Ti-a<fziyT-yy 

tern*, mm, *nx, i3&*Tzmics>n&%iiTziz 
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H3p, MI, (Bat** U 5B Tt.au* 

[0005] ?-'5"<-7><DMmmtmfc ; t<z>ftB*m 

mxr^nnc^-oTm^mu jidxl/c 
9 ~> $ 1 1 =i y =r y v i&mmwtm. s l t * > ^ >t 

Is&Lfcy^eKtex-^-XfcttLTiSMU ffrL 

i^-s.hLTiisrr^ct^wr&So sejfcOT 1 ' 

- £ /<- X -> X x A lc 33VT ti SS^-r ZCOfrtfmMl £ 

nSTx-^^-7.<ti*nT^/cS:^crj»x-^lCjJD^. 
T% *5R7 7 ^-P^=]>x> , yT^^^7 i, -^St>Tli^ 

[0 0 0 6] Z<D£5i£mmc3S^Ts r—Z^—Xit 

mitmrnw^WL, mt. mm. anx, m&m<D2mm 

y^yyitnmic^zmwit Lztemmz&mt l& 

[0007] z<D£=>is:mmc&frT, *&wmi*z.ft 

z\m mw- 6-4641 9 msizf^mw- 6 - 1 4 1 o o 
4 ^T»'£mnmw.m\BiWi*m CTWgm-t y $ # e> m pj 

m%A^?% Z. t It <fc o TSfFft'gJl^T ?->X7A 
1WF6 - 1 3 2 9 1 6^T^Ofc46WilB^Jllg 

[0 0 0 8] £fc, #FJ¥7 - 2 7 1 8 6 5§Stf1tl 
*F8-1 8 5 44 8^lC*5^Ts T^-SUUPV^V'ytf) 

^x^&imsicfci^T, sg^fb*nfcS«§(DMii^ 
■byzictm&L&frZ^K mw-ty* itz oim*> 

^^y&Z\,H**7 ; 7'(y^mic&^TVtP!M*&mm 



[0 0 0 9] HI¥7- 2 7 1 8 6 5^Kiet83mf"> 

xtiaI*. T~y'$>[>mm.^y : ryv<D i JT)\'Z'< LMiw 
^ts^'-^^-x-yx^uiz^f^TP^iu^y^-y 
wmirs (WINb%^€>) , mm. JlQX, frolic 

[0 0 10] tZtc. 7 1 8 6 5-fftf: 

• jtiDxcott-ico^^bs-ns 3t°-, $mit 

[ooi i ] ^ttimt^mm-r^m^8 - 287014 
mz^xmnmmm^^ ittt><D#- k, pcmci 

C ©ailPT«¥fF*t , gS7J5£<D7 1 U If >>' 3 V^Kfttf* 
?iStt3l'VD«raiCO^TfcWaLfco 
[0 0 12] #M¥8 - 2 7 2 7 4 5^fil^T«f 

i±TftPXyp^^A^OT : v , ^;l/^T^a^<DiE^14 
^JitlS-r « C «t It J; o T?t^ ->XxA=&JllS L/co 

[0 0 13] ^18^8-2 8 8940#{CfcUT, 7 s - 
^^C-X, bfx^V^y K (VOD) v'XfiSS 

[0 0 14] ttlBV8 - 3 2 9 0 1 1 ^tcfe^T> «ft 

T-z*mm - spxr^^oiix-^su-ifTx-^cD 
«#*t«a^mHcDlli^su : ^ / F^tv^/^^fflt^T^T 

[0 0 15] J-X±^Lfc*^#^JSIgLT*fc^- 

)i?T3rns«feaiCs ^-^^*i<7) , gs^#« < ga^p 

tffiJffl«0H(*3 V ¥3--9Z&m?2>Z. t ic <t o THIS! 
[0 0 16] *eic, ^.y K^-'frfcfcfcLTiMMlBB 
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h\ USP550481 8, 551 5441 lcSKS*l 

550481 6, 5353351, 5475757M 
5 3 8 1 4 8 0 tC^SnTfcy x SB§#fb€ff -5 3 1 
^USP54795 1 4 iCxE-^etlTUSo 
[0 0 17] PVtfa.— 2*%mmiZi&mT%fcMc. 
=j > t° 3. - $ © cd Mft «»HS-r 3 U - x -r > ? 
•>^fA (os) tf«^6nT^*. /'C-yx/upvt? 
a - ? irasffl * nr mmo*^ u — x -< y <? x 

M'flil^S^W^-t-ex^fRdTJ-^/l/ (Kernel) 
[0018] LfrL&#6, ^-«7Pyp-byy-(D«g73 

m%fr% <Dwmtm<Dfo±izm\ p > tra © 
£#©gjfF&8as-r § u - x -r x x t± <&«gg 

[0019] CcDctd^flB^L/cTl-^U-xi-V^X 
x^**^ U-x -f V^XT-Ae^Jb^CO^iim^ 
KxVX?©*^&X^-X£t5^r3/c«>, 

ttx—?^«#-r^X^-Xi!)^S^-BlC^:y N PVt? 

[0 0 2 0] ?L<D& : ?rzmm[ZttWr?2>rc&^ WM<D 

->XxA(Sub system) tLZMV^s A— K 1 ?!/ 7 © 
^IS^RSlXf^ H A L (Hardware abstraction Layer), 

^©S^SUgPtt? ? -f * P * - KM i c ro kerne I ) t 
U ^^>XxA<kV'i''7P*-^;UcDF^lc->Z7 L A-9- 
-t'XAP I (Application Programming Interface) 3: 

[002 1] Z.(D£o\Z-?Z>Z.t.[z&<>)^ WiSegM&Z 
IHiitJjPtcJ: U-f-f y<f~s7sTl±(0W!m.ftfa 

\s-j--<y ?=/ t. x ^**3W 3 c t #&J8 tcfc 

[0 0 2 2] pytfo.— frttxX* r-<yyMifc3lMi/ 



in^y^ *^<D^*^»i*ti5y7 7 ;i/-S'-i'A^u 

[0 0 2 3] S«coc«!:«hLTJSS^*ti§^B«lcS 
^^fficOTr^U-x-rV^Xx^crj^SISffll*^ 

cd y t 7 ;^ -r u-x >-? '->xfi <fc lt/ \°- y 
x;Upyt°zL-^fflcD;nffl^u-x'fy^v'XxA«- 
teffl-rsct^is^nTfcys ^^vu-h-z-ivtm. 

^*>*n^-y-y>'XxAlcx>^x-y FJS©!]*!©:/ 

p^z^iE&rsiitKcfcys sfl^iA^fflcDyT 7 ^^ 

[0 0 2 4] *^U-x^y^->Xx/x©**&*i(i£<k 
la*** < WtTPPfU: 1 -ooy^X^WmLt^t)^ 

^;i/x^x^*^*y. ^i/x^x^^tts-eic^ 

XVttt, SQS?n^^X^{c«c^L^l,^/Ux^X 
[0 0 2 5] S/y-7VU^X^^tiMPU 

ic 1 ocDyp-tx^syy mrtayya-txtmT-r^ 

TMPU^SfeL^l^CDT^ys /y7UlV7f^f 
^/Ux^X^^ttM P U£P##9JLT«£fcCD7'P-te 
XlCt'J y ST« H^CD^P-tX^ 
^ U-x < >^->Xx^lt$"Jia)?M*'S:l^l y ftfiCD^P 
-tXfJU^tl^t^cDT-fey, 7Ui>77-f7Vil/ 

x-? x<7^mm^mrsmmzm^(oya-bxicm y 

a*=£?Tt\ ftecoyp-bXlc^JWlcfiW^^-rtcDT 5 
xy^x -r y^iCcDJi^lccD^RrtlTSSo 

[0 0 2 6] P>ea-2K£tt;5*X<7 < g3Il;3:* : Ey 

itLtcCP immsayy §T5ffi?S5xuy rc» 

^TtT^nSo ^3b\ CCDJl^'>Xx^Kai«lRl-y 
P-bXrtcD^TCDXU'y KT^*n> Lfob^T-o 
cD^P-trX*lci*->Xx^*;Ji=£tt#-r^-oJ.X±(D7. 
U-y HW^-r^Cklc^Sc 

[0 0 2 7] ^;l/x-?X^7JiC-c?®a*tl§§^X^lC 
ti«5feW* (Priority Spectrum)#&y. — )ISWlcti3 
2C0m|5glt»^6n^ o C©«^s ffiy&&«?Tfc&(/t 
3i^©^7.-?t±o-1 5iaHtc^t6n^^^-5'y7 
<7^X (Dynamic Classes) IcE^S-ns ilVS2^4rff3 
^X-7(±1 6-3 1©Pglt^t6n^y7 7 Jl/^l'L.-7^ 
X(Real-Time Classes) IC[E3tT*-*13» #J U ii^jiaStt 

nux^^xt msnzm y ii* rtibi^bb (a* 1 0 
ins) %miiLtLTfifrnmm<Dmv&Mf \ oms©^^r 



(5) 
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©y 7 , /U*^Z^X*«JirttWEBl5<D 1 OmscOiiJ 

y * y tuft utw y &3*A*Rrt&-?&So 

[0 0 2 8] IWfiBfil*7*— *U>^>y©*IEfUJB* 

^#£KT3fc#©#fa-r&3A\ *(D«ttij%t7a5 

T£Ci#T*#fcl\, — B^iSA^L&ffitt^IEflJffl 

^a^L©F«3^^fiE-rsci:lcJ;y^ 

y, «>!7{7)^3b^5^BexK7hP-^X6 8 3 
p. 9 9~1 2 4U: rr^f^frLj A^/U^-rV 
7*IW5*^ , *J (1 9 9 7/2/2 4. B«BP*£W) 
tC^tttttC«^*tlT*ys p.149~1 
6 2, ^/l/*- • ^V^-fte rffiKM,*jA«7 
• /Wx^V^lI (±) J Rtf 6 8 4^, p. 1 5 
5-16 8, m?mfrL*3iz.%T~ £ - /Wx/> 
-7"fiWI5 (T) J (IBM System Journal, vol.35, nos.3 &; 
4(lnternational Business Machines Corporation's 
mm) icfcfcg^tlTl^o d <D«?jiA^ LS^lCO^ 
Tti> EP649074 iCtSi^etlTl^o 
[00 2 9] 

[#6W1<Z>*HH *fttBWcfcl N TW\ xv^/PPVxV 

common r>xf^ st/x £ ; u □ v -7 1 v *y co<gsic 
[0030] *fflijT*B6'ra7 !f -> r *;nj>x>yws 

L T*fNt atf * tlfc 7 s P '* I U =1 > t 1 V y CD^iE^Jffl 

^u\zm^3is *fHt±3s#*tife f^^^vxv 
•y cofUffi £ o>9 -V ^ /up vt 1 yy WOJu <f=? i±\z j; 

[0031] n-+fgs«, zmmstJar^kt y > 

p^uu tiyy^ffi^jgost^p-bxt ltsj 
: rz>'$i\'=iyTyv<D*mm%:%.m u ^mmmm? 

mn^mfrLizttTLz^vjmmTmfr L£«#>&trc <t 

[0 0 3 2] *6lc, *aiB?ttiiBI«**y h-7—7 

jfes^ttjsesgic.feyiB^rrsvx^saBKr^o &w 



immi-b >*#w«wafr uz & y ftimnffir* 

[0033] h^-^tccfeysBfli-rs^ 
e& iiiaiimw#0if $g«s wiagatst^fsa? l/-cp. 

*nfe^^r««?a^ L^stisf s ztiz£ y„ '£mm 

[0 0 3 4] 

7^v >, ^;i/=i>7 i >'y^mt^aic*j^Tt±iL-+riij^ 

BT^]Efyjl£$qraiclE±T3A^e*©ISi^& 
y^ »1¥7- 27 1 865ffl) rf-^/^-XffPtl 

s^p ? ^juic £ y a^/snwswpjJBWififi'fftjn 

sfc*6s ffi^/SBt-^cDsaas^^cDfcaiiciSffl^ns 
p vxvyfiyp A**j«bfbr s c t ic <fc y ^ 

RTtgttA^So 

[0 0 3 5] cKD.fe'P^IE^Jffl^JPfi-rSfctolCtt. 

7 s *j z 1 1 □ y t y y om.^/mm^s&mj&zfvmMcD'g 
m^Vio t-jzh^ yTyyigm-fuV^uftzL-mz 

J;^T5ft^n^^cl:5^rS^gA^y> ZOtc&lz 

«: £ /u p > > *y gS7P ? \- k ? i ^ 
(77-^i7) fbA^siS^i-esSo ffilA 
Ifi7tP^fUtfJ>'a VSj3iltC*5^TX^7>^ 

;i/^nfc&jii#ise(07 1 'X'7 ^ >^vncffiffl*nT^s# 

J3<DX<7 5 >7;bT3-$fOJ: -5 35: Mm<^9 ;UP V 
^V'ygS^B^ffl-rS Z. £ iz J; oT©*t ^*/UP 

^dtc-rsiiifigtf&So 

[0 0 3 6] si(DJ;3^tgmii?t*71*SSA^>x^ 
ti^^^pv^v'y^srp^Aro^A^T^n/c 

it^tc, ZL-+fA^ti60>^l<:Mf£;-rsc:tl±7<^T' 
3&So 

[0037] 3--^mmw<om&&%wt?y*)i>ziy 
sii^icMffiTSfctoicii^^/i/PVxV'ygsy 

P 77 ^V7h7i T'T'^S 3 <!: A^S^ Ll^A\ x 1 ^ 
^^□V7>7fi7py7^77UT->aV7P 
^Z*Tfc5i§£lCl*&£A^frnSWttA 5 253o L 
tctf^Z, fv>^;l/PVfV7ta7P7'7/;^V7 h 
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&ivt^u-x-r >-7'->X7\k (os) <DmfcMi$T*& 
3 ft x v> p > x > i yfi7P l^Wkma* 

[oo3 8] Lfru t)-%.)i't^om7£.mmc?*j* 
[oo3 9] m^m^rc^oiz, vTiv*4ua-i\s— 

y*> 1 ~2«T^'J7 7 ;U^l'/xX^l'XBtF5T-SiJU^ 

%?w\>i y^y^mmmmmm u ^mmmtf 

ZZttfT'ZZo ^teyT^I/^i^^b-x-rV^ 

[0040] xv^up y^yyco^fiE^imitm^n 
fcx^£;up vx^ytD&SfRnrai* MVtpj&ir, sbw 

e , ujb ommttmm t?&* ^ p y^yv (Dm 

it. &^mmmmi:-r''j^)Uziy^y^ i smya<f^L, 
fidyjivyf-c t*sg©^; u?- * x ? ic cfe y gy y a 
[0041] mmmmznz^ii'mxW'U*^* 
mffiT^Tton^o —73, «j$oy7 7 ;u^-<^x^-<x« 

1/1 0 0© 1 OOju sT?&Z>o LTctf-DZ, S§*n 

^7.^tc < fey^r«c:<ticcfcy> l-fffioi^ 

SIES ft f«J * E £ & < «fHM3M>* 5 

[0042] zcD&oiz&titmmzm-rzT-JZj^y 
Tyv^myuy^M**^\s-T*y<? : y7,TL,(Dtj 

[0 0 4 3] C©**tC«fey, flW/WWfcJ:*^ 
;UP Vr >\V ©ipjffl fcWWtt<D*iEfUfli©*rtRO!>Kft 

[0044] UlltC, f^Jl/aVx^giyD^ 



t ive) <!:> 3.-+f^fFt^ "f^- K 

JUtlti/T^T-L.^— fcfXA P I (Application Programmi 
ng Interface) ic J: oT-f V-?— 7i- X^-ftTJjy, 
/ \- i T £ l3-%-ll>$lOmiCl£ HAL (Hardware ab 
straction Layer) jEWMELTVSo 
[0 0 4 5] tf^S/*^!*. flSO^U-x-r^v' 

s/xx^siHr+a. y x-f -y- 7*^7;f^f©4'it^i' 

[0 0 4 6] fpl&fi& ^r-f^Pft-^Kmicro ker 
nel)T&S'KSllS , li < ^Sl$lB6(virtual memory manage 
rk jr~?*Jji<7 V^Z-— 5>-K LPC(Local Procedure 

Cal !)$£#&, yp-bX-7^->>>> t+i'Jf'ft^ 

h^-^i^WAttiTJ^S-T^ I /OSS* 
#6(1/0 manager) lc> ^eicSfNfiSSA^nfcxi?^ 
/U p > x > wgm&fio xv £ ; u p > x > 7fi7p 

^i*. -r^fe"B7 ; v'^;UP>'x> i y < gS^tl(digital 
content manager) tfSE^&S+lTfc y , x5>$/PP> 

Tyv<Dmmizistfzwmr&&ftT°&2>u&. im&z> 
mm^o^mit^j^^y^y^mmmm^ i /o 

[0047] ni2ic^nfcoti. *w«*fl«affl*n 

Sx^/l/P>x>\ygS:>XxA<D§I^JT-&-5o £ 

ox>>^;i/P>x> , y < gs>'X7 1 ^ic3o^T> p.— tftc 
cfcSx^/upvxvu/fUffl^ws^ii^y h ■7— ? 
zft-LTfitenZo zomiz&^T. mx— 

2[ix^*;i/P>xV'y<»tiv*> 4 liP-tr? 

&y, p.— 9* 4<hx-$'<-X 1 Mfy^/^VTV 
*y<gil-fe V* 2 I±&&S§«0^&3UM±5«:£|RJ14C A T 

[0 0 4 8] x~£<^-X 1 Kttx^JUPVxV'ytf 

y > ®^T^*tifc)S^ 5 ltb^ 
fkxv > ^;UP>7 1 v > y3b^--9 i 4iciE^*tiSo x-^ 

wwffl whmi* wwb u am 7 

T-a-+f*4lC5Mffl-rS 0 
[0 0 4 9] jftlfflWqTrtatlii— f4^ffl-TS^BlC 

*§^5i s nr ^ « x ! s> ^ ; u □ y ? y v mmyu ix it 
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*t\ x^£;up>x> 4 yWs:/p?^y::L-+M© 
K«©Atti*i* Wl LTfc y > a— tf tcJjltS^^E U 

s©Att*rrft*>-5«s • are • isaiii-r^T^^;!/ 

v^;U=]>x>'yjbM£# • II¥ • fc&*ns<!:$l;:«:B 
—, c©*stf -e**^ <fc o Sftfdg£T"6> ^ 2 ; U 
5>^;i/p >^ >>ygayp ^aicsj y ^cjIeSi^p 4f 

[0 0 5 0] IS^^P^^tia— «f4#flWBf*»« 

ic^a^nTi^^^^pv-^^ytts^p^^ 

tew y iiCr CtlcJcy E«M^*fft\ a— <f#«Ulff 
£©£ ?&*IE*I©fOT-?;&3## • • mmtffit) 
7 1 8 6 5^tC^n/cWSO*^lC-ft;tT, 

&z>mtm3 (a) ic^*n/c)i7 1 v'^;up>7 i v , y / N 

©HI 3 (b) lC^*+lfcpT^11?>a^La)SA6a^v 25 
§tHiH4 (b) fcwSftfc^RraWFiSfrL©^* 

[00 5 1] ClCT^I^rtSi^?©^ xv^/U 
P>7^ i y©, JKKfUffi, P"gMf31t^ia'N<75«#, ?l-g|5 

*©tt:i-if©*MWKW8»&*>©!^w?**. 

[0 0 5 2] a— y&BKAX&nT^&T^AO V 

fv'yfi^p ^ A©KjfW*nia7 p 

& x $;i/a>f>'yfi7p ? ^ a *>wf l n. 

v^v^ygji^p^^^igKj^^/ctocD^mc-rs 

L>tfigM&rLZ>&olzinT^2>o h7- 

<7 gfira- fftc^5H3-n^ 7*5? £ / u p > r y y *mm 
-r*«^cw\ teiM^ftSx^/upv^v'ytoSAL 

T^^P^^Atgjzl^n^o 
[0 0 5 3] iSypy7^Sf^Jl/3Vf> 

T^v > ^;i/PVxV , y < gsyp^Aic^ittf^^Tto 
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(54) DIGITAL CONTENTS CONTROL SYSTEM USING ELECTRONIC 
WATERMARK 

j 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent an unjust use on a user side device in the 
protection of the copy-right of digital contents by operating a use monitoring 
program as a process with priority higher than a digital contents control program. 
SOLUTION: A data base 1 transfers ciphered digital contents to a user 4 through 
a network 3. Furtherit transfers a cipher key for deciphering/ deciphering the 
ciphered digital contents to a digital contents control center 2. The control center 
2 ciphers the cipher key to transmit it to the user 4. Furtherthe control center 2 
transmits a monitoring program to the user 4. The digital contents control program 
incorporated in a device used by the user 4 controls the 
preservation/copy/transfer of the digital contents. The monitoring program 
interrupting into the control program detects that the preservation/copy/transfer 
being an irregular use are performed and embeds a visible electronic watermark in 
the original digital contents. 



CLAIMS 



[Claim(s)] 

[Claim 1]A copyright opinion is a digital-contents managerial system which 
manages made digital contentsand the aforementioned digital-contents managerial 
systemA digital contents control program is incorporated as a microkernel into an 
operating system of a user's deviceand the; aforementioned digital contents 
control program and a use monitoring program to link by broadcast. It is 
transmitted to said user's unit and said use monitoring program supervises 



Assessment on Search Report by Designated Searching Authority of said digital 
contents as a process that interrupt priority is higher than the; aforementioned 
digital contents control program. 

[Claim 2]The digital-contents managerial system according to claim 1 which 
embeds said user's information as a visible watermark at said digital contents 
when an illegal use is detected as said Assessment on Search Report by 
Designated Searching Authority. 

[Claim 3]The digital-contents managerial system according to claim 1 which 
embeds said user's information as an invisible watermark at said digital contents 
when an illegal use is detected as said Assessment on Search Report by 
Designated Searching Authority. 

[Claim 4]The digital-contents managerial system according to claim 1 which 
embeds said user's information as an invisible watermark at said digital contents 
when preservation and a copyand/or ****** are detected as said Assessment on 
Search Report by Designated Searching Authority. 

[Claim 5]To a usera public key control center is a digital-contents managerial 
system which delivers a public keyand the :aforementioned digital-contents 
managerial systemSaid public key is entered in a public key distribution screenand 
is distributed by broadcastimage information is attached to the; aforementioned 
public key distribution screenand information of an owner of said public key to the; 
aforementioned image information as invisible digital watermarking. If it is 
embeddedthe; aforementioned user separates and uses said public key from said 
public key distribution screen and the; aforementioned user shows said public key 
control center said public key distribution screensaid public key control center will 
check a public key owner by said invisible digital watermarking. 
[Claim 6]The digital-contents managerial system according to claim 5 with which 
electronic fingerprints of information of an owner of said public key are used as 
information of an owner of said public key. 

[Claim 7]To a usera public key control center is a digital-contents managerial 
system which delivers a public keyand the :aforementioned digital-contents 
managerial systemSaid user demands distribution of said public key of said public 
key control centerand the; aforementioned public key control center enters said 
public key in a public key distribution screen. Supply said user widelyimage 
information is attached to the; aforementioned public key distribution screenand 
information of an owner of said public key to the; aforementioned image 
information as invisible digital watermarking. If it is embeddedthe; aforementioned 
user separates and uses said public key from said public key distribution screen 
and the; aforementioned user shows said public key control center said public key 
distribution screensaid public key control center will check an owner of said public 
key by said invisible digital watermarking. 

[Claim 8]The digital-contents managerial system according to claim 7 with which it 
replaces with information of an owner of said public keyand electronic fingerprints 
of information of an owner of said public key are used. 

[Claim 9]To a usera public key control center is a digital-contents managerial 



system which delivers a public keyand the :aforementioned digital-contents 
managerial systemSaid user shows said public key control center said user's 
information. Require distribution of said public key and the; aforementioned public 
key control center enters said public key in a public key distribution screen. 
Supply said user widelyimage information is attached to the; aforementioned public 
key distribution screensaid user's information is embedded as invisible digital 
watermarking at the; aforementioned image informationand the; aforementioned 
user separates said public key from said public key distribution screenlf said public 
key distribution screen is transmitted to an owner of said public key and an owner 
of the; aforementioned public key shows said public key distribution screen to said 
public key control center with digital contents enciphered using said public keysaid 
public key control center will check said user by said invisible digital watermarking. 
[Claim 10]The digital-contents managerial system according to claim 9 with which 
it replaces with said user and electronic fingerprints of said user's information are 
used. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Application of the Invention]This invention relates to the system which performs 
management of digital contents especially copyright management of the digital 
contents which the copyright opinion was madeand security of digital contents. 
[0002] 

[Description of the Prior Art]The database system which uses mutually various 
kinds of data which each computer saved independently by connecting each 
computer by a communication line until now today when it is called the information 
age is spreading, encoded information with little amount of information to the 
information which set to this database system and has been treated by until which 
can be processed by classic computer — and it being monochrome binary data 
like facsimile informationand in ** and timeat mostthe amount of information like 
natural drawing and an animation could not be markedly alikeand many data was 
not able to be dealt with. 

[0003]By the waywhile the digital processing art of various electrical signals 
developsdevelopment of digital processing art is conventionally furthered also for 
picture signals other than the binary data currently treated only as an analog 
signal. Since it becomes possible to treat a picture signal like a television signal by 
computer by digitization of this picture signalthe "multi-media system" which 
deals with simultaneously the data of the various kinds which a computer 
treatsand the image data which digitized the picture signal attracts attention as 
future art. 

[0004]Since quality deteriorated whenever the analog content which has spread 
widely conventionally carries out preservationcopyprocessingand 



transmissionprocessing of the copyright produced according to these work did not 
become a big problem. Howeversince quality degradation does not produce digital 
contents even if they repeat preservationa copyprocessingand transmission and 
perform themprocessing of the copyright produced according to these work is a 
big problem. Until nowthere is no exact method in the copyright processing of 
digital contentsand it is the Copyright Actor is processed by the contractand the 
compensation to the sound recording and picture recording apparatus of a digital 
system is only institutionalized also in the Copyright Act. 

[0005]The directions of a database are used effectively by it not only referring to 
the contentsbut savingcopying and processing the usually obtained digital 
contentslt is even possible to be on-lineor to transmit to othersor to transmit the 
processed digital contents to a database using a suitable storagevia a 
communication linefurther ofHineand to register as new data. Although only 
alphabetic data had been applicable in the conventional database systemln a 
multi-media systemin addition to Hitoshi Monju's data put in a database until 
nowthe voice data and the image data which are originally analog content are 
digital-contents-izedand let them be a database. 

[0006]In such a situationalthough how the copyright of the digital contents put in a 
database is dealt with poses a big problema copyright management means for that 
and the copyright management means in particular completed about secondary use 
of a copyprocessingtransmissionetc. are not the place which is the former. 
Although the digital contents called software with an advertisement or freeware do 
not need a usage fee in principle in usecopyright exists and may receive the 
restriction on copyright depending on the method of use. 

[0007]In view of such a situationit aimed this invention person at protecting the 
copyright of digital contents until nowand he has performed various proposals to 
until. This invention persons proposed the device for it for the system which 
performs copyright management by JPH6-132916A by a permission key coming to 
hand from a lock management center through a public telephone and telegraph 
circuit by JPH6-46419A and JPH6-141004A. 

[0008]In JPH7-271865A and JPH8-185448Ait proposed about the system which 
manages the copyright of digital contents. In these systems and devicesthose who 
wish viewing and listening of the enciphered program make a viewing-and-listening 
application to a control center via a communication line using a communication 
apparatusand a control center performs accounting and collects a fee while it 
transmits a permission key to this viewing-and-listening application. The receiving 
set into which the viewing-and-listening candidate who received the permission 
key sent the permission key into the receiving set by on-line or an off-line 
meansand the permission key was sent cancels the code of the program 
enciphered with the permission key. 

[0009]The system indicated to JPH7-271865AIn order to manage the copyright in 
the display (sound-ization is included) of the digital contents in database system 
also including the real time transmission of digital image contentspreservationa 
copyprocessingand transmissionThe program and copyright information for 



managing copyright other than the key which permits use are used. This copyright 
management program manages by supervising so that use which applies or is 
contrary to the contents of permission may not be performed. 
[0010]This JPH7-271865A is supplied from a databasewhere digital contents are 
encipheredand it is decrypted by the copyright management program only at the 
time of a display and processingand performing preservationcopyand transmission 
in the state where it was enciphered again is indicated. What the copyright 
management program itself is enciphereda copyright management program is 
decrypted with a permission keyand the decrypted copyright management program 
performs decryption and encryption of copyright data forWhen preservation of 
data and use other than a display are performedadding copyright information 
including the information about an operator to original copyright informationand 
saving as a history is also indicated. 

[001 1]Decoding / device for re~encryptionand the deposition system of an 
encryption key which have a gestalt of the board for performing copyright 
management in JPH8-287014A to which this application relatesa PCMCIA cardor 
an IC card were proposed. In this applicationreference was made also about the 
Television Sub-Division meeting of the copyright management methodand the 
application to Electronic Commerce Technology Division. 
[0012]The system which performs protection of the original data copyright of 
processing data and processing data copyright which used two or more data in 
JPH8-272745A by checking the justification of an application by the digital 
signature to a processing program combining a secret key method and a public key 
system was proposed. 

[0013]In JPH8-288940Avarious gestalten for applying a copyright management 
system to a databasea video-on-demand (VOD) systemor Electronic Commerce 
Technology Division were proposed. 

[0014]In JPH8-32901 1Athe system which performs copyright protection of the 
original data in the case of using and processing two or more data and new data 
using the third encryption key and copyright label was proposed. 
[0015]Management of data copyright is realized by performing restriction of 
encryption / decryption / re-encryptionand the contents of use by a copyright 
management program so that I may be understood from the data copyright 
management system and data copyright management device which this invention 
person who explained above has proposed. This encoding technology and use 
restrictions are realized by using a computer. 

[0016]When exchanging confidential information via a networkencryption of 
information is performed for the prevention from theft. Preventing the information 
theft at the time of transmission by encryption is stated to USP5504818 and 
55 15441 In that caseusing two or more encryption keys is stated to 
USP5504816and 53533515475757 and 5381480and performing re-encryption is 
stated to USP5479514. 

[001 7]In order to use a computer efficientlythe operating system (OS) which 
generalizes operation of the whole computer is used. The conventional operating 



system currently used with the personal computer etc. comprised operating 
system service treating kernel (Kernel) treating fundamental service called 
memory managementtask managementinterruptionand interprocess 
communicationand other services. 

[0018]Howeverthe ability improvement of a microprocessor and the change in the 
situation by the side of a computer called the fall of the RAM price used as a main 
memory unitAlso in the operating system which generalizes operation of the whole 
computer with improvement in the military requirement from a user to a 
computerthe improvement in functional was required and the scale of an operating 
system has got fat as compared with before. 

[0019]In order that such an enlarged operating system may occupy the big space 
of a hard disk whose operating system itself is the preservation placeThe situation 
where the space where the application program or data which a user needs is 
saved becomes needyand the user-friendliness of a computer worsens occurs. 
[0020]The environmental subsystem with which the newest operating system 
performs the emulation of other operating systemsand screen drawing from a 
kernel in order to cope with such a situationlt removes as the subsystem (Sub 
system) which is a portion which depends on a user for central subsystemssuch 
as a security subsystemHAL which absorbs the difference of hardware (Hardware 
abstraction Layer)Fundamental portionssuch as a scheduling functionan 
interruption functionand an I/O controlling functionare made into the microkernel 
(Micro kerneOSystem service API (Application Programming Interface) is made to 
intervene between a subsystem and a microkerneland the operating system is 
constituted. 

[0021]While the extendibility of the operating system by the function change or 
addition improves by doing in this waythe transplantation corresponding to a use 
becomes easy. It becomes easy to realize a distribution operating system by 
distributing to two or more computers which had the element of a microkernel 
connected by network. 

[0022]In addition to the personal computer represented by a desktop type or the 
note typethe computer is used for computer-related peripheralsvarious control 
devicesa transmitteretc. In that caseit differs from the general-purpose operating 
system for personal computers with which man-machine interface is thought as 
important as a specialized operating system for ene bedded (inclusion) which suits 
each deviceThe real time operating system with which the earliness of execution 
is thought as important is adopted. 

[0023]The exploitation cost of a different operating system for exclusive use for 
every device incorporated as a matter of course is large. Thereforediverting the 
general-purpose operating system for personal computers to some other purpose 
as a real time operating system for embedded (inclusion) one these days is 
proposedthe subsystem combined with a microkernel — embedded one — by 
arranging the peculiar program of businessobtaining the real time operating system 
for inclusion is performed. 

[0024]Task managementsuch as scheduling and interruption processingoccurs as a 



big function of an operating system. The single task method which roughly divides 
into an operating system and performs only one tasking simultaneously about task 
managementThere is multitasking which performs two or more tasking 
simultaneouslyand multitasking is classified into multitasking depending on the task 
by which the change of a task is processed furtherand multitasking independent of 
the task processed. 

[0025]Although MPU is not released in these until a single task method assigns 
one process to MPU and the process is completedand the non-preemptive- 
multitasking method can carry out the time sharing of the MPU and can assign it 
to two or more processesUnless the process under execution returns control to 
an operating systemother processes are not performedand a preemptive 
multitasking method interrupts the process under execution with a certain time 
intervaland moves control to other processes compulsorily. Thereforeonly in the 
case of a preemptive methodmultitasking of real time is possible. 
[0026]Task management in a computer is performed based on the process which 
is a unit with system resourcessuch as a memory and a fileand management of a 
process is performed based on the thread which is a unit which assigns the CPU 
time which subdivided the process. A system resource will be shared in this case 
by all the threads within the same processtherefore one or more threads which 
share a system resource will exist in one process. 

[0027]A priority (Priority Spectrum) is among each task processed with 
multitaskingandgenerally it is divided into the stage of 32. In this casethe usual 
task which does not interrupt is classified into the dynamic class (Dynamic 
Classes) divided into zero to 1 5 stepsand the task which interrupts is classified 
into the real-time class (Real-Time Classes) divided into 16 to 31 steps. 
Interruption processing is performed considering the time (usually 10 ms) which is 
called a time slice and which can be interrupted as a unitand the usual interruption 
is performed by the time slice for 10 ms. In such a situationalthough the time slice 
whose time which is called a real-time slice these daysand which can be 
interrupted is 100 microseconds was proposedif this real-time slice is usedpriority 
can be given over the conventional interruption for 10 msand it can interrupt. 
[0028]Although encoding technology is a means for making the illegal use of data 
contents impossiblesince there is no guarantee that the operation is perfectthe 
possibility of an illegal use cannot be denied thoroughly. On the other 
handalthough the electronic watermark technology cannot make an illegal use 
impossiblewhen an illegal use is discoveredlt is a means although it can become 
final and conclusive that it is an illegal use by verifying the contents of digital 
watermarkingAlthough there are various methods'digital-watermarking'' is generally 
introduced to the Nikkei electronics No. 683 and p.99-124 "for multimedia age to 
be kept" (1997/2/24****BP****)No. 684 besides the itemp.149-162and the 
Walter vendor "data hiding art (above) supporting digital watermarking"p.1 55- 
168data hiding art supporting digital watermarking (below)OBM System.) It is 
introduced also to reproduction from Journalvol.35and nos.3 &4 (International 
Business Machines Corporation). This electronic watermark technology is stated 



also to EP649074. 
[0029] 

[Summary of Invention]In this applicationthe system which delivers the public key 
used for management of the system and digital contents which manage the digital 
contents which management of digital contentsespecially a copyright opinion were 
made is proposed. 

[0030]In the digital-contents managerial system proposed with this applicationthe 
illegal use of the digital contents which the copyright opinion was made using a 
network or data broadcasting is supervised. It includes in the operating system of 
a user's unit by making a digital contents control program into a microkerneland 
use of the digital contents which the copyright opinion was made is managed by 
this digital contents control program. 

[003 1]A users unit is put under management of a use monitoring program and the 
digital contents control program to linkand the use monitoring program operates as 
a process that interrupt priority is higher than a digital contents control program. 
This use monitoring program performs embedding of visible digital watermarking to 
a stopwarningor digital contents of usewhen the illegal use of the digital contents 
which the copyright opinion was made is supervised and the illegal use is 
performed. In order to pursue Assessment on Search Report by Designated 
Searching Authority also in regular useit can replace with visible digital 
watermarking and invisible digital watermarking can be embedded. 
[0032]With this applicationthe system which distributes a public key by a network 
or broadcast is proposed. Although a public key is entered in a public key 
distribution screen and distributedthe image information where the public key 
owner's information was embedded as invisible digital watermarking is attached to 
the public key distribution screen. If a user shows a public key control center a 
public key distribution screena public key control center will check a public key 
owner's justification by invisible digital watermarking. 

[0033]When distributing a public key with a networkthe justification of a public key 
or a user's justification can be checked by embedding the information of the user 
who charged the public key owner's information or public key as invisible digital 
watermarkingand checking embedded invisible digital watermarking. In that casea 
check will become easy if the electronic fingerprints of a user's public key are 
used as a user's information. 
[0034] 

[Example]Working example of the invention in this application is described using 
Drawings. It is the biggest SUBJECT how the illegal use in user side equipment is 
prevented in the copyright protection of digital contentsBy the "database 
copyright management method" of JPH7-271865Adecoding / re-codeand use 
restrictions are performed by the digital contents control program for the purpose 
of this. Howeversince decoding / re-code is performed by user side equipment as 
for the digital contents which are the objects of copyright protectionprocessing of 
decoding / re-code — and — thereforeit is hard to expect that management of 
the encryption key used is thoroughgoingand digital contents may be unjustly 



savedcopiedtransmitted and processed by cancelling a digital contents control 
program. 

[0035]In order to restrict such an illegal usea user needs to take care not to 
change the digital contents control program which performs decoding / re-cipher 
processing of digital contentsand management of an encryption keyFor that 
purposehardware(firmware)-ization of a digital contents control program is the 
most positive method. For exampleBy using a digital-contents controlling device 
for exclusive use like the scramble decoder for exclusive use currently used for 
descrambling of the program by which scramble was carried out in the present 
analog television broadcasting. There is composition carried out as [ be / decoding 
/ re-cipher processing of chisel digital contentsand management of an encryption 
key / possible ]. 

[0036]Although such composition is trustworthywhen the system configuration 
lacks in pliability and change of user side equipment or a change of a digital 
contents control program is madeit is serious that a user deals with these change. 
[0037] Even if it is a case where change of user side equipment or a change of a 
digital contents control program is madeln order to cope with it flexiblyit is 
desirable for a digital contents control program to be softwarebut change may be 
performed when a digital contents control program is an application program. 
Thereforein order for a digital contents control program to be softwareit is 
necessary to build a digital contents control program into the kernel which is a 
fixed area of the operating system (OS) with which a user cannot change. 
[0038]Howeverit is not realistic when a digital contents control program is built 
into a fixed area called a kerneland the digital-contents managerial system and the 
ciphering system change with databases. 

[0039]By there being a thing in which interrupt operation is possible in a real time 
operating system in real-time slice time earlier figures double [ 1-] than the time 
slice time of the system in other operating systems also including a kernel fieldand 
using this artas stated aboveWhen the Assessment on Search Report by 
Designated Searching Authority of digital contents with a copyright opinion is 
supervised and an illegal use is discoveredwithout affecting the whole 
operationwarning or the compulsive stop of use can be carried out. Nexthow to 
reinforce a digital contents control program using a real time operating system is 
explained. 

[0040]Since the illegal use of digital contents is performed by [ of the decoded 
digital contents 3 unauthorized processingunauthorized preservationunauthorized- 
copying or unauthorized transmittingthe existence of an illegal use is detectable by 
the existence of processing of decryption digital contentspreservationa copyor 
transmission. Thereforethe process of supervising an illegal use interrupts the 
process which a digital contents control program is performing with a certain time 
intervaland interrupts by multitasking of the preemptive method which supervises 
compulsorily. 

[0041 ]The multitasking time slice by which normal use is carried out is 10 msand 
decoding / re^code process is also performed by this time basis. On the other 



handthe fastest real-time slice is 1/100 of 100 microseconds. Thereforeby 
supervising whether the decoded digital contents have processedsavedcopied or 
uploaded by the high surveillance task of interrupt prioritiesWhen the Assessment 
on Search Report by Designated Searching Authority of digital contents with a 
copyright opinion can be supervised without affecting the just use which the user 
is performing and an illegal use is discoveredwarning or the compulsive stop of use 
can be carried out. 

[0042]The digital contents control program which has such a monitoring function is 
built into the subsystem field which operates by not a kernel portion but the user 
mode of an operating systemand let a supervisory process be a high process of a 
priority. 

[0043]By this compositionthe surveillance of the existence of use of the digital 
contents in decoding / re-code and the illegal use besides permission can be 
performed that it is simultaneous and smoothly. 

[0044]The composition of the operating system with which the digital contents 
control program was incorporated is shown in drawing 1 . The Management 
Department (Executive) which operates by the kernel mode in which a user cannot 
operate this operating systemlt consists of a subsystem which operates by the 
user mode which a user can operateThe Management Department and a 
subsystem have interfaced by system service API (Application Programming 
Interface)HAL (Hardware abstraction Layer) intervenes between hardware and a 
kernel part. 

[0045]The subsystem comprises the central subsystem and application programs 
which perform the emulation of other operating systemsand screen drawingsuch 
as an environmental subsystem and a security subsystem. 

[0046]The virtual-memory-management function which is the microkernel (micro 
kernel) at the Management Department (virtual memory manager)An object 
manageran LPC (Local Procedure Call) functiona process managerand a security 
reference monitorTo the I/O controlling function (I/O manager) who manages 
input and output between the kerneldiskand network which are the most 
fundamental elements. The digital contents control program which manages the 
digital contents which the copyright opinion was furthermore madei.e.a digital- 
contents controlling function(digital content manager) is incorporated. 
Management of the preservation which is an important portion in management of 
digital contentsa copyor transmission is performed when a digital-contents 
controlling function manages an I/O controlling function. 

[0047]Working example of the digital-contents managerial system with which the 
invention in this application is applied was shown in drawing 2 . In this digital- 
contents managerial systemthe surveillance of the digital-contents Assessment on 
Search Report by Designated Searching Authority by a user is performed via a 
network. In this figureas for 1a digital-contents control center and 4 are users a 
database and 2and the user 4the database land the digital-contents control 
center 2 are connected in the network 3 which is a public network or a bidirection 



CATV circuit. 

[0048]Digital contents are accumulated in the database 1 and encryption digital 
contents are transmitted to the user 4 via the course 5 shown with the dashed 
line. The database 1 transmits the encryption key for decoding for carrying out 
decoding / re-code of the encryption digital contentsand the encryption key for 
re-codes to the digital-contents control center 2 according to the course 6The 
digital-contents control center 2 enciphers the encryption key for decoding and 
the encryption key for re-codes which were transmittedand delivers them to the 
user 4 via the course shown with the dashed line 7. The digital-contents control 
center 2 transmits a monitoring program to the user 4 in the course 8 shown as 
the solid line. 

[0049]Although the contents of a utilization permission are managed by the digital 
contents control program built into the device which the user 4 usesa possibility 
that use besides the range which the digital contents control program has 
managed will be performed by the malicious user cannot be denied thoroughly. The 
digital contents control program has managed input and output of the users 4 
deviceAII input and output from the memory in a useri.e.preservationa copyand 
transmissionare managed by the digital contents control programand when digital 
contents are savedcopied and transmittedthey are re-enciphered. Howeverit is 
detected by the monitoring program which interrupts a digital contents control 
program that preservationcopyand transmission of digital contents should be 
performed by the malicious user even when keeping this management from being 
possible. 

[0050] Monitoring operation is performed by linking a monitoring program with the 
digital contents control program built into the device which the user 4 usesand 
interrupting processing of a digital contents control programlt is supervised 
whether the user is performing use beyond the contents of a utilization 
permissionThe monitoring program which detected that preservationcopyand 
transmission which is such irregular use were performed is replaced with the 
display of the warning shown in JPH7-271 865AEmbedding of visible digital 
watermarking shown in drawing 3 (b) to the original digital contents shown in the 
compulsive re-encryption or drawing 3 (a) by the encryption key with which the 
stop of decoding processing and a user are not concernedor embedding to the 
digital contents of invisible digital watermarking shown in drawing 4 (b) is 
performed. 

[0051 ]The contents of a utilization permission point out here the preservation to 
simple use of digital contentsand built-in memory storagethe copy to an external 
mediumand transmission to other users who go via a network, being embedded as 
visible digital watermarking — discernmentsuch as a user s name — an easy thing 
is suitable. 

[0052]The monitoring program has collaborated during operation of the digital 
contents control program built in the user's unit. If it has not collaborated with a 
monitoring programthe digital contents control program is kept from in other words 
operating. For that purpose. [ whether it makes for the monitoring program to have 



started via a network into the conditions for starting a digital contents control 
programand ] Or if a digital contents control program is startedhe is trying to be 
automatically started in a monitoring program via a network. When a user uses the 
digital contents transmitted to a user via a networkit mixes in the digital contents 
transmitted and a monitoring program is also transmitted. 

[0053]A monitoring program is united with a digital contents control programthe 
monitor command which makes monitoring operation perform to a digital contents 
control program is transmittedand monitoring operation can be made to perform to 
a digital contents control program. 

[0054]In the digital-contents managerial system performed via a networkin treating 
digital contents with much amount of informationsuch as image datait uses an 
ISDN (Integrated System for Digital Network) circuit as a communication line in 
many cases. What is generally used as this ISDN circuitThe DCH whose data 
transmission rate called B channel is 64K bps Two channelsAlthough the control 
channel whose data transmission rate called D channel is 1 6K bps is transmitted 
by the DCH of 1-2 channels as those with one channeland a matter of course as 
for digital contentsD channel is not used in many cases, then — if it is made like 
[ performing the interruption surveillance by a monitoring program by this D 
channel ] — use of digital contents — completely — influence ****** — there 
are nothings and it becomes possible to perform the remote monitor of 
Assessment on Search Report by Designated Searching Authority. 
[0055]By using for download the ADSL (asymmetric digital subscriber line) art in 
which the data transmission rate of a maximum of 56K bps is realizablein using a 
public networkThe interruption surveillance by a monitoring program can be 
performed efficiently. 

[0056]What is shown in drawing 4 is an example which embeds digital 
watermarkingeven if it is a case of regular preservationcopyand transmission 
included in the contents of a utilization permission. Digital watermarking in this 
case is invisible digital watermarking detected by a digital-watermarking detection 
means as shown in (b)and when not based on a digital-watermarking detection 
meansas it was shown in (a)there is instead of [ no ] apparently with original digital 
contents, being embedded like the case of visible digital watermarking — 
discernmentsuch as a user's name — an easy thing is suitable. 
[0057]By doing in this wayeven if it is regular use in the beginningwhen an illegal 
use is performed laterthe course of preservationa copyand transmission can be 
checked. Even if regularby repeating preservationa copyand transmissionas shown 
in (c)invisible digital watermarking increasesandas a resultthe quality of digital 
contents deteriorates. According to such a thingit is lost that preservationa 
copyand transmission are repeated infinitelyand management of digital contents 
becomes easy. 

[0058]"Re-encryption" which is an element important for digital-contents 
management is the process that a burden is quite heavy for a users device. 
Thereforeit is also effective in preventing the illegal use of digital contents to 
embed digital watermarking as a short form. 



[0059]If a user is made for a utilization permission key to come to hand 
beforehand as shown in JPH7-271865A when use of digital contents is performed 
for payfee collection will be performed easilybut. When a digital-contents control 
center charges later the meter ring data which is a use track record by polling 
recoveringmeter ring data is put under a user's management until polling is 
performed. Thereforethe alteration of meter ring data is performed by the 
malicious userand it is possible that normal fee collection is barred. 
[0060]When the user uses digital contents in the digital-contents managerial 
system of this working examplea user s unit is always connected to a control 
centerand the surveillance of the Assessment on Search Report by Designated 
Searching Authority by a monitoring program is performed. Thereforeby keeping 
meter ring data to a digital-contents control center in this monitoring operationthe 
necessity for polling is lost and the alteration of the meter ring data by a user can 
be prevented. Even if it is a case where use of digital contents is performed for 
nothingthe Assessment on Search Report by Designated Searching Authority by a 
user can be grasped easily. 

[0061]The lineblock diagram of other working example of the digital-contents 
managerial system with which the invention in this application is applied was 
shown in drawing 5 . In this digital-contents managerial systemthe surveillance of 
digital-contents Assessment on Search Report by Designated Searching Authority 
is performed by broadcast. In this figureas for 11a digital-contents control center 
and 14 are users a database and 12and the user 14the database land the digital- 
contents control center 12 are connected in the network 13 which is a public 
network or a bidirection CATV circuit. 

[0062]Digital contents are accumulated in the database 1 1 and encryption digital 
contents are transmitted to the user 14 via the course 15 shown with the dashed 
line. The digital-contents control center 12 enciphers the encryption key for 
decoding for carrying out decoding / re-code of the encryption digital contentsand 
the encryption key for re-codesand delivers them to the user 1 4 via the course 
shown with the dashed line 17. The digital-contents control center 12 transmits a 
monitor command to the broadcasting station 19and the broadcasting station 19 
transmits the transmitted monitor command to the user 14 in the course 18 shown 
as the solid line. 

[0063]Although this course 18 has the most common broadcasting electric- 
wavethe CATV cables which are cable broadcasting are also availableand it is also 
possible to use a network when Internet broadcasting is performed further. 
[0064]This monitor command interrupts the operation which the digital contents 
control program built into the device which the user 14 uses is performingA user 
makes a digital contents control program supervise whether use beyond the 
contents of a utilization permission is performedlnvisible digital watermarking 
shown in visible digital watermarking which made suspend decoding processing 
when preservationcopyand transmission were performedor was shown in drawing 
3° r drawing 4 is embedded at digital contents. 

[0065]The monitor command is performing interrupt operation during operation of 



the digital contents control program built in the user's unit. If the broadcast wave 
it is broadcast that a monitor command is is not receivedthe digital contents 
control program is kept from in other words operating. For that purposeif it makes 
to have received the monitor command via a broadcast wave into the conditions 
for starting a digital contents control program or a digital contents control program 
is startedthe monitor command which goes via a broadcast wave automatically will 
be received. When a user uses the digital contents transmitted to a user by data 
broadcasting etc.it mixes in the digital contents transmitted and a monitor 
command is also transmitted. 

[0066]The digital contents control program has managed input and output of the 
user's 14 deviceAII input and output from the memory in a useri.e.preservationa 
copyand transmissionare managed by a digital contents control programand when 
digital contents are savedcopied and transmittedthey are re-enciphered. It is 
detected by the monitoring program which interrupts a digital contents control 
program that preservationcopyand transmission of digital contents should be 
performed by the malicious user even when keeping this management from being 
possible. 

[0067]The monitoring program which detected that such irregular use was 
performed is replaced with the display of the warning shown in JPH7-271 865Aand 
embedding of visible digital watermarking as shown in drawing 3 (b) is performed. 
Even if it is a case of regular preservationcopyand transmission included in the 
contents of a utilization permissionit is also possible to embed invisible digital 
watermarking which will not be detected without a digital-watermarking detection 
means as shown in drawing 4 (b) and (c). 

[0068]A user does not perform monitoring operation through these broadcasts or 
networks of a user's volitionbut when using the digital contents which the 
copyright opinion was madeit is automatically performed by the digital contents 
control program. In order to ensure this operation furthermorewhen monitoring 
operation through broadcast or a network is not performedit is made by not 
performing operation of decoding/encryption by a digital contents control program. 
When using the digital contents which the copyright opinion was madeit is 
automatically connected to the control center which transmits the reception or 
the monitoring program of an electric wave which broadcasts a monitoring program. 
[0069]Nextworking example which distributes a public key is described. As 
opposed to it being about 100 bits which has a large size of the encryption key 
used by the secret key (secret key) system called a common key (common key) 
systemWhat has a large encryption key used by a public key (public key) system 
exceeds 1000 bits. Since a public key system requires time and effort for 
encryption/decryption while safety is highit is used for a data encryption with 
small sending of a secret keydigital signatureand amount of attestation 
isochoreand encryption of digital contents is performed using a secret key. 
Although a public key and a specified key (private key) can be put togetherand 
cannot be used and others cannot be known for a public key system under an 
owner's management as for a specified keythe public key needs to be told to 



others on the purpose of use. 

[0070]Thereforealthough there are few possibilities that a fake public key may be 
distributed if a public key can be directly received from an owner in that case 
although a public key is distributed to the public by various meanswhen that is not 
righta fake public key may be received, the digital-contents managerial system 
which can look like [ business ] the truth of the public key distributed also in the 
indirect distribution method of going via broadcast or a networkin the public key in 
this working exampleand can check it — so to speaka key distribution network is 
proposed. 

[0071] Working example of this invention of the digital-contents managerial system 
which distributes a public key by broadcast is shown in drawing 6 . In this digital- 
contents managerial systemsince it is generally delivered widelya public key can be 
used as a simple authentication method replaced with the PEM (Privacy Enhanced 
Mail) method adopted with the public key authentic method in Electronic 
Commerce Technology Division etc. 

[0072]As for a public key control center and 23in this figure21 is [ a network and 
25 ] users a broadcasting station and 24 a public key owner and 22. The 
broadcasting station 23 A terrestrial analoga satellite analoga CATV 
analogterrestrial digitallt is Television Sub-Division or audio broadcast officessuch 
as satellite digital and CATV digitaland data broadcasting is performed by proper 
meanssuch as scanning line multiplex (Vertical Blanking Interval:VBI)voice 
multiplexand data mixing. An Internet broadcasting office is also available as this 
broadcasting station. The network 24 is a public network or a bidirection CATV 
circuitand it is connected in the network 24 between the public key control center 
22 and the user 25and is connected by the proper information transmission 
medium between the broadcasting station 23 and the user 25. 
[0073]the public key and public key owner whom the public key owner 21 owns in 
the digital-contents managerial system constituted in this way — it transmits to 
the public key control center 22 according to the course 26 by using a certain 
data proving being the person himself/herself as the data for public key owner 
discernment. Although informationincluding a public key owner name etc.is directly 
used as data for public key owner discernment used herethe electronic 
fingerprints which reduced the information to 16 bytes of data by the MD5 hash 
algorithm can also be used. 

[0074]The public key control center prepares the public key distribution screen as 
shown in drawing 7 (a)and inserts a public key in a position. This screen is created 
using HTML (Hyper Text Markup Language) form or XML (extensible Markup 
Language) form so that the inserted public key can be used dissociating easilyThe 
image data is inserted in the part. 

[0075]At this image datathe public key owner's 21 data for discernment (OWNER'S 
ID) is embedded as invisible digital watermarking. Only the public key control 
center knows this invisible algorithm and embedding position of digital 
watermarkingas the public key control center was shown in drawing 7 (b)can know 
the contents of digital watermark! ngbut. When other persons seeit is a usual 



screen like drawing 7 (a)and the contents of digital watermarking cannot be known. 
[0076]If the advertisement is published as this image screenthe cost which public 
key distribution takes can be covered by the charge of advertising printing. Into 
other portionsadditional informationsuch as emergency intelligence and 
announcement informationcan be published. A time stamp may be added in order 
to manage providing a shelf-life etc. Although it is optimal to use a photograph as 
this image datawhen voice data is availableit is also possible to embed digital 
watermarking at the voice data used. 

[0077]The broadcasting station 23 broadcasts the public key distribution screen 
which did in this way and was created according to the broadcast course 28. 
[0078]Although the user 25 receives the broadcast public key distribution 
screensince digital watermarking embedded in the image screen of the public key 
distribution screen which the user 25 received is an invisible thingthe user 25 
cannot know the contents of digital watermarking. 

[0079]Although the user 25 separates a public key from the broadcast public key 
distribution screen and uses it for various Electronic Commerce Technology 
Divisionwhen it has doubt in the truth of a public keyhe transmits a public key 
distribution screen to the public key control center 22 according to the course 29 
by the network 24. 

[0080]The public key control center 22 verifies invisible digital watermarking 
embedded in the image screen of the transmitted public key distribution screenand 
notifies the user 25 of it according to the course 30 by the network 24 about a 
public key owner's identification information detected as shown in drawing 7 (b). 
[0081 ]By doing in this waywhen others have become completelythe ********** 
can be detected. In that caseverification becomes very simple when electronic 
fingerprints are used as a public key owner's identification information. 
[0082]It is possible to use the photograph of the person himself/herself for an 
image screenas the public key owner's intention showed to a favorite screen as 
shown in drawing 7 (c)or drawing 7 (d) in addition to the advertisement. The charge 
of printing can be collected in these casesand it can appropriate for broadcast 
expense. 

[0083]Although it is made for invisible digital watermarking embedded in this 
working example to have only the public key control center checkedonly as for a 
checka user can do it. In that casea user can check electronic fingerprints to a 
public key ownerusing electronic fingerprints as public key owner identification 
information. 

[0084]By drawing 8 a public key describes other working example of this invention 
distributed according to a user's demand. The digital-contents managerial system 
which distributes a public key by broadcast explained about drawing 6 is an 
effective system when distributing a public key mainly to many and unspecified 
userssuch as Electronic Commerce Technology Division. On the other handwhen 
sending individual mailthe partner who distributes a public key is a specific small 
number in many casesand does not need to distribute by broadcast. In the digital- 
contents managerial system shown in drawing 8 since it is individually delivered via 



a networka public key can be used as a simple authentication method replaced 
with the PGP (Pretty Good Privacy) method adopted with the public key authentic 
method in an E-mail etc. 

[0085]As for a public key owner and 32in this figurea network and 34 are users a 
public key control center and 33 31. The network 33 is a public network or a 
bidirection CATV circuitlt is connected in the network 33 between the public key 
owner 31 and the user 34 and between the public key control center 32 and the 
user 34and is connected by a proper information transmission means between the 
public key owner 31 and the public key control center 32. 

[0086]as the public key and the data for public key owner discernment which the 
public key owner 31 owns in the digital-contents managerial system constituted in 
this way — a public key owner — a certain data proving being the person 
himself/herself is transmitted to the public key control center 32 according to the 
course 35 which goes via the network 33. 

[0087]The public key control center 32 embeds public key owner identification 
data as invisible digital watermarking in the image screen of a public key 
distribution screen while inserting a public key in the position of the public key 
distribution screen shown in drawing 7 (a)and it returns it to the public key owner 
31 according to the course 36. Since the data for public key owner discernment 
and the public key distribution screen which are used also in this digital-contents 
managerial system are the same as that of the case of the digital-contents 
managerial system shown in drawing 6 explanation here for the second time is 
omitted. 

[0088]The user 34 who is going to obtain the public key owner's 31 public key 
requests distribution of a public key from the public key owner 31 according to the 
course 37 via the network 33and the public key owner 31 transmits a public key 
distribution screen to the user 34 according to the course 38 which goes via the 
network 33 according to this request. 

[0089]The user 34 separates a public key from the transmitted public key 
distribution screenenciphers an E-mail using the separated public keyand 
transmits to the public key owner 31. The public key owner 31 decodes using the 
specified key which owns an encrypted mail. 

[0090]When the user 34 has doubt in the truth of the transmitted public keythe 
public key distribution screen transmitted by the course 39 is transmitted to the 
public key control center 32. The public key control center 32 verifies invisible 
digital watermarking embedded in the image screen of the transmitted public key 
distribution screenand notifies the user 34 of the result according to the course 
40. By doing in this waywhen others have become the public key owner 31 
completelythe ********** can be detected. 

[0091 ]It can also constitute from this working example although the public key 
owner 31 has distributed the public key distribution screen to the user 34 
directlyin addition so that the public key control center 32 may manage and 
distribute a public key distribution screen. 

[0092]By drawing 9 and drawing 10 a public key describes working example of 



further others of this invention distributed according to a user's demand. In this 
working examplethe public key for Electronic Commerce Technology Division is 
dealt with. Although the public key owner is verified using digital watermarking in 
working example shown in working example shown in drawing S and drawing 8 a 
public key user is verified in working example shown in drawing 9 and drawing 10 . 
[0093]As for a public key owner and 42in the digital-contents managerial system 
shown in drawing 9 a network and 44 are users a public key control center and 43 
41. The network 43 is a public network or a bidirection CATV circuitand is 
respectively connected by the network 43 between the user 44 and the public key 
control center 42 between the public key owner 41 and the public key control 
center 42 between the public key owner 41 and the user 44. 
[0094]In the digital-contents managerial system constituted in this wayfirstthe 
public key owner 41 transmits the public key to own to the public key control 
center 42 according to the course 45and the public key control center 42 is 
keeping the transmitted public key. The user 44 who tries to perform actssuch as 
orderby Electronic Commerce Technology Division to the public key owner 41 
transmits a certain user-identification data proving the users 44 identity to the 
public key control center 42 according to the course 46 which goes via the 
network 43. 

[0095]The public key control center 42 embeds the user's 44 identification data as 
invisible digital watermarking in the image screen of a public key distribution 
screenas it was shown in drawing 10 (b)while inserting the public key in the 
predetermined public key insertion point of the public key distribution screen 
shown in drawing 1 0 (a)It transmits to the user 44 according to the course 47 
which goes via the network 43. 

[0096]Although it is also possible to use informationincluding a user name 
etc.directly as data for user identifications used herethe electronic fingerprints 
which reduced the information to 16 bytes of data by the MD5 hash algorithm can 
be used. 

[0097]The public key distribution screen is created using HTML form or XML form 
so that the inserted public key can be separated easilyand the image data is 
inserted in the part. At this image datathe user's 44 identification data (USER'S 
ID) is embedded as invisible digital watermarking. Only the public key control 
center knows this invisible algorithm and embedding position of digital 
watermarkingwhen a public key control center checkscan know the contents like 
to drawing 10 (b)but. When other persons seeit is a usual screen like drawing 1 0 
(a)and the contents of digital watermarking cannot be known. 

[0098]This image screen can cover the cost which public key distribution takes by 
an advertising rateif the advertisement is used. Into other portionsadditional 
informationsuch as emergency intelligence and announcement informationcan be 
published. A time stamp may be added in order to manage providing a shelf-life etc. 
Although it is optimal to use a photograph as for this image datawhen voice data is 
availableit is also possible to embed digital watermarking at the voice data used. 
[0099]The user 44 separates a public key from the transmitted public key 



distribution screenand using the separated public keyit enciphers and he transmits 
a purchase order to the public key owner 41 with the transmitted public key 
distribution screen. The public key owner 41 decodes using the specified key 
which owns an encryption purchase orderand performs ordering business. 
[0100]When the public key owner 41 has doubt in the truth of a purchaserthe 
public key distribution screen transmitted by the course 48 which goes via the 
network 43 is transmitted to the public key control center 42. The public key 
control center 42 verifies invisible digital watermarking embedded in the image 
screen of the transmitted public key distribution screenand notifies the public key 
owner 41 of the result according to the course 49. The ********** can be 
detected when others have become the user 44 completely by doing in this way. 
[01 01 ]It is possible to use the photograph of the person himself/herself for an 
image screenas the public key owner's intention showed to a favorite screen as 
shown in drawing 10 (c)or drawing 1 0 (d) in addition to the advertisement. The 
charge of printing can be collected in these casesand it can appropriate for 
broadcast expense. 
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[Brief Description of the Drawings] 

[Drawing 1] The construct figure of the operating system with a digital-contents 
controlling function used by this invention. 

[Drawing 2] The lineblock diagram of the digital data managerial system of this 
invention which performs the illegal use surveillance of digital contents. 
[Drawing 3] The explanatory view of the controlled state by the digital data 
managerial system of this invention. 

[Drawing 4] The explanatory view of other controlled states by the digital data 
managerial system of this invention. 

[Drawing 5] The lineblock diagram of other digital data managerial systems of this 
invention which performs the illegal use surveillance of digital contents. 
[Drawing 6] The lineblock diagram of the digital data managerial system of this 
invention which distributes the public key used in order to manage digital contents. 
[Drawing 7] The explanatory view of the method of distributing the public key by 
the digital data managerial system of drawing 6 . 

[Drawing 8] The lineblock diagram of other digital data managerial systems of this 
invention which distributes the public key used in order to manage digital contents. 
[Drawing 9j The lineblock diagram of the digital data managerial system of further 
others of this invention which distributes the public key used in order to manage 
digital contents. 

[Drawing 10] The explanatory view of the method of distributing the public key by 
the digital data managerial system of drawing 9 . 
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